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IV. implement for Snort techniques
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Ref. Algorithm Hardware Software Throughput Advantages Disadvantages
[5] BCAM Yes - 16 Gbps Algorithm small configurable hardware platform
as FPGA
[6] DFA-style Yes - Can use analysis and test to Complex
check new rule
[7] Bloom filter - Yes Fast process and search Use memory very
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Ref. System Category Type or Signature Signature Anomaly Anomaly Technique | Advantages | Disadvantages
Approach Detection Prevention Detection | Prevention
[10] IDS NIDS Automated Yes No No No Signature Automated Not capable
Malcode base generate differentiate
Signature signature two nodes
inside the
network
[11] IDS NIDS Signature Yes No No No Signature Automated Cannot detect
Engineering base re-use anomaly
re-use signature behavior of
intrusion novel
[12] IDS NIDS Virtual Yes No No No Signature Automated High rate of
Honeyports base generate Risk
signature
for snort
[13] IDS NIDS Parallel Yes No No No Signature Use for Every node
Technique base high-speed have to rule
network same
[14] IDS NIDS Mining Yes No Yes No Signature Use for well trained
Network base high-speed analysis are
Traffic network required
[15] IDS NIDS Distributed Yes No No No Signature No false High cost
data parallel base negative
and
processor
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Ref. System Category Type or Signature Signature Anomaly Anomaly Technique | Advantages | Disadvantages
Approach Detection Prevention | Detection | Prevention
[16] IDS NIDPS cooperation Yes Yes No No Signature Automated Use to
and IPsec and base to malicious windows OS
IDPS firewall attacks only
[17] IDS NIDPS SVM Yes Yes No No Signature Automated Unable to
and base to malicious detect attack
IDPS attacks unknown
[18] IDS HIDPS ACL Yes Yes No No Signature Multi- Can not for use
and and generation base platform DHCP
IDPS NIDPS use network
[19] IDS NIDPS Data mining Yes Yes No No Signature Automatic well trained
and fusion base Generate analysis are
IDPS rule into required
firewall
[20] DS NIDPS Application Yes Yes Yes Yes Signature Small cost High rate of
and approach base and false positive
IDPS anomaly
base
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Ref. System | Category Type or Signature Anomaly False False Technique | Advantages | Disadvantages
Approach Detection Detection Negative Positive
[21] IDS NIDS MPL Neural Yes No Yes No Signature Detect well trained
Network base known and analysis are
un known required
attack
[22] IDS NIDS Neuro-Fuzzy Yes No Yes Yes Signature Less False Cannot detect
base Positive and anomaly
False behavior of
negative intrusion novel
[23] IDS HIDS Peer to Peer Yes No Yes No Signature reliable Cannot detect
base and trusted and anomaly
efficient behavior of
intrusion novel
[24] IDS NIDS Alert Ranking Yes Yes Yes No Signature Can detect well trained
Entropy base anomaly analysis are
anomaly behavior of required
base intrusion
[25] IDS NIDS Data mining Yes No Yes No Signature Visualization Cannot detect
Apriori base anomaly
Algorithm behavior of
intrusion novel
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